ELLIPTIC CURVES AND CRYPTOGRAPHY

MICHAEL CALDERBANK

ABSTRACT. We begin with the basics of elliptic curves, assuming some knowl-
edge of group theory and number theory. We shall first build up some general
theorems of endomorphisms and torsion points, which will be necessary when
we provide Hasse’s Theorem about the order of a group of points on an elliptic
curve. This will allow us to provide an example of how elliptic curves can be
used in cryptography.

CONTENTS

What is an Elliptic Curve?
Endomorphisms for Elliptic Curves
Torsion Points

Elliptic Curves over Finite Fields
Discrete Logarithm Problem

6. Conclusion

Acknowledgments

References

Cr o

1. WHAT 1s AN ELLIPTIC CURVE?
An elliptic curve F is the graph of an equation of the form:

y? =234+ Az + B
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15

where A and B are constants. This equation is called the Weierstrass equation
for an elliptic curve. We will need to specify which field A, B, x, and y belong to,
for now we will deal with R, since it is easy to visualize, but for our cryptographic
applications, it will make sense to deal with finite fields Iy, where ¢ is a prime
power. When working over fields of characteristic 2 or 3, it is more useful to deal

with the generalized Weierstrass equation:

y2 + a2y + azy = :r3 -+ a2x2 + a4x + ag

With a little algebraic manipulation, an equation of this form can be reduced to a
Weirstrass equation if the characteristic of the field is not equal to 2 or 3. We want
to look at points on the elliptic curve, so if we have an elliptic curve E over a field

K, then for any field L such that L O K we can consider the set:
E(L) = {oo} U{(2,y) € L x L|y* = 2° + Az + B}
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Note that we have added the point at infinity to our curve. This concept can
be made rigorous using projective space, but it is easiest to regard it as the point
(00, 00). For computational purposes, it will be a formal symbol satisfying certain
rules. At this point, we’ll define addition for points. Start with 2 points:

My, = (z1,y1), My = (z1,91)

on an elliptic curve E given by the equation y? = 23 + Az + B. We define a new
point M3 as follows: Draw the line D through M; and M. We'll see below that
D intersects E in a third point P. Reflect P across the x-axis to obtain M3. We
define M7 + My = M3 When FE is defined over the reals, then we have the figure
below:

For other fields, there is no intuitive picture, so we will need a formal set of rules
for addition. Using a bit of basic algebra, we can calculate the coordinates of the
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third point given the coordinates of the first two points. Note that if M; = Ms,
then we can use implicit differentiation to find the slope of the line. To summarize:

Definition 1.1. Let E be an elliptic curve defined by y? = 23 + Az + B. Let
Py = (z1,11) and Py = (22,y2) be points on E with P;, P, # oco. Define P, + Py =
P3; = (x3,y3) as follows:

(1) If Ty 7& T2, then

— 2 _ Y=
r3=m" —x1 — 2, yz=m(z1 —x3)—1y1, where m="—"—
T2 — 1
(2) If 1 = x5 but y; # yo2, then Py + Py = 00
(3) If P, = P» and y; # 0, then
322 4+ A
r3=m?—2x1, y3=m(x; —x3) —y1, where :%
n

(4) If P, = Py and y; =0, then P; + P, = 00

Also, define
P+c=P
for all points P on E.

With addition defined, it is only a small step to our first theorem:

Theorem 1.2. The addition of points on an elliptic curve E form an additive
abelian group with oo as the identity element.

Proof. From the formulas, commutativity is obvious, since the line passing through
the points is the same, and if we want to find the inverse of P, then if we reflect P
across the z-axis to get P’, then P+ P’ = co. The only tricky part is associativity,
and this is a messy calculation involving the formulas above, so we leave it as an
exercise.

O

We will want to study the order of specific points and the order of the group in
general, but first we have to make rigorous endomorphisms on an elliptic curve

2. ENDOMORPHISMS FOR ELLIPTIC CURVES

Definition 2.1. An endomorphism of F is a homomorphism « : E(K) — E(K)
that is given by rational functions. So a(Py + P2) = a(P1) + a(F%), and there are
rational functions Rj(x,y), Ra(z,y) with coefficients in K such that

a(z,y) = (Ri(z,y), Ra(x,y))

for all (z,y) € E(K). Naturally, a(co) = oo, and we will also assume that any
endomorphism is nontrivial, so there exists some (x,y) such that a(z,y) # oco.

Using the fact that y? = 2% + Az + B for all (z,y) € E(K), we can show that
any endomorphism defined as above can be written as:

afz,y) = (ri(z), r2(z)y)

with rational functions r1(z),ra(x).
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Definition 2.2. Let « be as above and write r1(z) = %. We define the degree
of a to be

deg(a) = Max{deg p(z), deg q(z)}
Also, we define « to be a separable endomorphism if the derivative r{(z) is not
identically zero. This is equivalent to saying that at least one of p’(x) and ¢'(x) is
not identically zero.

Of particular importance to our study is the Frobenius map. Suppose E is
defined over the finite field F,. Let

¢q(x»y) = (xquq)

Lemma 2.3. Let E be defined over F,. Then ¢, is an endomorphism of E of
degree q, and ¢4 is not separable.

Proof. Since ¢q(x,y) = (z9,y?) is given by rational functions, it is clear that the
degree is q. Also, since ¢ = 0 in Fg, the derivative of z¢ is indentically zero, so

¢, is not separable. The main thing to be proven is that ¢, : E(F,) — E(F,)

is a homomorphism. Let (x1,31), (22,y2) € E(F,) with 1 # z3. According to
Definition 1.1(1) The sum is (3, y3) with

) _ Y2 —n

x3 =m* —x1 —x2, y3s=m(zx1 —x3)—1y1, where m="" "

T2 — T1

Raise everything to the gth power:
2 Yz — Y1
q _ q q q_ 004 q q r_

vy =m" —o] —ay,  yz=m(e] —23) —yj, where m'="G—73

2 1

So if &1 # x9, then we see that

bq(23,y3) = Pq(w1, Y1) + Pg(T2,y2)
There is a bit more subtlety when we add a point to itself. According to Definition
1.1(1), we have 2(z1,y1) = (x3,y3), with

32+ A
r3=m?—2r;, y3=m(x; —x3)—y1, where m:xéi—k
Y1

When we raise everything to the qth power, we will need to use the fact that
29 =12,39=3,A9 = A, since 2,3, A € F,. This is only true if the characteristic of
F, is not 2 or 3, but if that were the case, then we would have a different addition
formula since we would need to use the generalized Weirstrass form. The calculation
for that form is essentially the same.

O

We will return to the Frobenius map, but now we need a few general results
about endomorphisms.

Proposition 2.4. Let o # 0 be a separable endomorphism of an elliptic curve E.
Then

deg o = #Ker(a)
If a #£ 0 is not separable, then

deg o > #Ker(a)
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Proof. Assume first that « is separable. Write a(z,y) = (ri(x),r2(x)y) with
ri(z) = p(x)/q(z), as above. Then r; # 0, so p'q — pq’ is not the zero polyno-
mial. Let S be the set of z € K such that (pq’ — p'q)(z)g(x) = 0. Let (a,b) € E(K)
be such that

(1) a #0,b#0,(a,b) # oo,

(2) deg(p(z) — aq(z)) = Max{deg(p), deg(q)} = deg(c)
(3) a ¢ ri(5), and

(4) (a,b) € a(E(K))

Since pq’ — p’q is not the zero polynomial, S is a finite set, hence its image under
« is finite. The function 7 () takes on infinitely many distinct values as z runs
through K. Since for each z there is a point (z,y) € E(K), we see that o(E(K))
is an infinite set. Therefore, we know such an (a, ) exists.

We claim that there are exactly deg(«) points (z1,y1) € E(K) such that o(z1,y1)
(a,b). For such a point, we have

p(z1)
q(z1)
Since (a, b) # oo, we must have ¢(x1) # 0. Since b # 0 and yyr2(x1) = b, we must
have y; = b/ra(x1). Therefore, 21 determines y; in this case, so we only need to
count values of x7.
By assumption (2), p(z) — ag(z) = 0 has deg(a) roots, counting multiplicites.
We therefore must show that p — ag has no multiple roots. Suppose that z( is a
multiple root. Then

=a, yira(zy)=">0.

p(xo) —aq(zg) =0 and  p'(zg) — aq'(z) = 0.
Multiplying the equations p = aq and aq’ = p’ yields
ap(x0)q' (xo) = ap'(xo)q(xo).

Since a # 0, this implies that xg is a root of p¢’ — p’q, so xg € S. Therefore
a = ri(xg) € r1(9), contrary to assumption. Hence it follows that p — ag has no
multiple roots, and therefore has deg(«a) distinct roots.

Since there are exactly deg(«) points (z1,y1) with a(z1,y1) = (a,b), the kernel
of « has deg(a) elements.

If v is not separable, then the steps of the above proof hold, except that p’ — agq’
is always the zero polynomial, so p(x) — ag(z) = 0 always has multiple roots and
therefore has fewer than deg(«) solutions. O

Theorem 2.5. Let E be an elliptic curve over a field K. Let a # 0 be an endo-
morphism of E. Then o : E(K) — E(K) is surjective

Proof. Let (a,b) € E(K). Since a(c0) = 00, we may assume that (a,b) # oo. Let
ri(xz) = p(x)/q(xz) as above. If p(x) — ag(x) is not a constant polynomial, then it
has a root xg. Since p and ¢ have no common roots, g(zo) # 0. Choose 3y € K to
be either square root of z3 + Axg + B. Then a(zg,yo) is defined and equals (a,b’)
for some b’. Since v'? = a® + Aa + B = b?, we have b = £b. If b’ = b, we're done.
If ¥ = —b, then a(zg, —yo) = (a, =b") = (a,b).

We now need to consider the case when p—agq is constant. Since E(K) is infinite
and the kernel of « is finite, only finitely many points of E(K) can map to a point
with a given z-coordinate. Therefore, either p(z) or g(x) is not constant. If p and
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q are two nonconstant polynomials, then there is at most one constant a such that
p— aq is constant (if o’ is another such number, then (¢’ —a)q = (p—aq) — (p—d’q)
is constant and (¢’ — a)p = d/(p — aq) — a(p — a’q) is constant, which implies
that p and ¢ are constant). Therefore, there are at most two points, (a,b) and
(a,—b) for some b, that are not in the image of a. Let (ay1,b;) be any other
point. Then a(Py) = (a1,b;) for some P;. We can choose (ai,b;) such that
(a1,b1) + (a,b) # (a,=xb), so there exists P, with a(Ps) = (a1,b1) + (a,b). Then
a(Py — Py) = (a,b), and a(Py — Py) = (a,—b). Therefore, « is surjective. O

Now, we introduce a few lemmas but we omit the proofs, since they involve
lengthy but straightforward calculations using the addition formulas:

Lemma 2.6. Let E be the elliptic curve y*> = 23 + Ax + B. Fiz a point (u,v) on
E. Write
(@, 9) + (w,0) = (f(,9),9(x,y)),
where f(x,y) and g(xz,y) are rational functions of x,y (the coefficients depend on
(u,v)). Then
& flzy) 1

gla,y) oy
Lemma 2.7. Let aq, as, ag be nonzero endomorphisms of an elliptic curve E with
a1+ ag = az. Write
a] (x7 y) = (Raj (.f), ySOtj (J:))
Suppose there are constants cu,, Cay Such that
Ro@) _  Ril)
Sa, (@) N S, (2) “

then .
R, (z)

Sas (33)

We can now get back to separable endomorphisms.

= Cal + CQQ

Proposition 2.8. Let E be an elliptic curve defined over a field K, and let n be a
nonzero integer. Suppose that multiplication by n on E is given by

n(z,y) = (Rn(x), ySn(x))
for all (z,y) € E(K), where R,, and S,, are rational functions. Then
Ri@) _
Sp(z)
Therefore, multiplication by n is separable if and only if n is not a multiple of the
characteristic p of the field.

Proof. Since R_,, = R, and S_,, = —S,,, we have R’ ,/S_,, = —R),/S,,. Therefore,
the result for positive n implies the result for negative n.

Note that the first part of the proposition is trivially true for n = 1. If it is true
for n, then Lemma 2.7 implies that it is true for n + 1, which is the sum of n and

1. Therefore, RS/"(:(;;) = n for all n.

We have R], (z) # 0 if and only if n = R}, (z)/Sn(z) # 0, which is equivalent to p
not dividing n. Since the definition of separability is that R] # 0, this proves the
second part of the proposition. [
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Finally, we get to the main proposition that ties in the Frobenius map and
separable endomorphisms. It will be crucial in our quest to find the order of our
group of points.

Proposition 2.9. Let I be an elliptic curve defined over Fy, where q is a power
of the prime p. Let r and s be integers, not both 0. The endomorphism r¢q + s is
separable if and only if p| s.

Proof. Write the multiplication by r endomorphism as
r(z,y) = (Re(z),ySr(z)).
Then
(Brg,(2),ySrs,(z) = (rég)(z,y) = (Ri(z),y"S}(x)) =

(Ri(@),y(a® + Az + B)@D/280(z) )
Therefore,

Cro, = Ry, /Sro, = qRE R, /Sps, = 0.
Also, ¢s = R./Ss = s by Proposition 2.8. By Lemma 2.7,

/r¢q+s/Sr¢q+s = Crgg+s = Crg, T Cs =0+ 5=5.

Therefore, R;’%—&-s # 0 if and only if pf s. d

3. TORSION POINTS

Torsion points are those points whose orders are finite. When we study finite
fields, every point will be a torsion point, but first we need some general theory.

Definition 3.1. Let E be an elliptic curve defined over a field K. Let n be a
positive integer. We say that P is a torsion point of order n if P is in the set

E[n]={P € E(K)|nP = o}
As an example, if the characteristic of K is not 2, then E can be put in the form
y* = cubic, so it is easy to determine F[2]. Let

Y’ = (z —e1)(z — e2)(z — e3),

with e1,es,e3 € K. A point P satisfies 2P = oo if and only if the tangent line at
P is vertical. This means that y = 0, so

E[2] = {0, (€1,0), (€2,0), (e3,0)}.

As an abstract group, this is isomorphic to Zs @ Zs.
The situation is a bit more complicated in general, and we will need a proposition
before we can prove the general theorem.

Proposition 3.2. Let E be an elliptic curve. The endomorphism of E given by
2

multiplication by n has degree n°.

Unfortunately, the proof of this proposition requires a lengthy discussion of di-
vision polynomials, a subject for perhaps another paper. We now state the general
theorem:
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Theorem 3.3. Let E be an elliptic curve over a field K and let n be a positive
integer. If the characteristic of K does not divide n, or is 0, then

Eln] ~Z, ®Z,
If the characteristic of K is p > 0 and p|n, write n = p"n’ with p| n’. Then
E[TL] >~ Tt ® Ly O Loy B Loy

Proof. When the characteristic p of the field does not divide n, then by Proposition
2.8, we know that multiplication by n is separable. From Propositions 3.2 and 2.4,
En], the kernel of multiplication by n, has order n?. Assuming the structure

theorem for finite abelian groups, we have that E[n] is isomorphic to
an @ZnQ @@an,

for some integers ny,ng,--- ,n; with n;|n;; for all i. Let I be a prime dividing
n1. Then [|n; for all i. This means that E[l] C E[n] has order I*. Since we know
that E[l] has order /2, we must have that k¥ = 2. Multiplication by n annihilates
Eln] ~ Zyn, ® Zy,, so we must have na|n. Since n? = #E[n] = nina, it follows that
n1 = ng = n. Therefore,

En|~7Z,®7Z,
when the characteristic p of the field does not divide n.

In the case where p|n, we first determine the p-power torsion on E. By Propo-
sition 2.8, multiplication by p is not separable. By Proposition 2.4, the kernel
E[p] of multiplication by p has order strictly less than the degree of this endomor-
phism, which is p? by Proposition 3.2. Since every element of E[p] has order 1
or p, the order of E[p| is a power of p, hence must be 1 or p. If E[p] is trivial,
then E[p*] must be trivial for all k. Now suppose E[p| has order p. We claim that
E[p¥] ~ Z,. for all k. It is easy to see that E[p¥] is cyclic, but we need to show
that the order is p*, instead of something smaller (it’s not clear yet why we can’t
have E[p*] = E[p] ~ Z, for all k). Suppose there exists an element P of order p/.
By Theorem 2.5, multiplication by p is surjective, so there exists a point ) with
pQ = P. Since

PQ=p'P#oo but ptlQ=pP=o,
@ has order p?T!. By induction, there are points of order p* for all k. Therefore,
E[p*] is cyclic of order p*.
Now, we assemble all the ingredients. Write n = p"n/ with » > 0 and p/ n'.
Then
Eln] ~ E[n'] ® E[p"].
We have E[n'] ~ Z,s & Z,, since p| n’. We have just showed that E[p"] ~ 0 or
Zyr. Recall that Zy, & Zyr ~ Zpryr ~ Z,. Hence we obtain
E[?’L] >~ an (5) Zn’ or Zn (&5) Zn/.
O
Definition 3.4. Let E be an elliptic curve over a field K and let n be an integer
not divisible by the characteristic of K. Then E[n]| ~ Z, ® Z,,. Let
pn = {z € K|2" =1}

be the group of nth roots of unity in K. Since the characteristic of K does not divide
n, the equation ™ = 1 has no multiple roots, hence has n roots in K. Therefore
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1y is a cyclic group of order n. Any generator ¢ of u, is called a primitive nth
root of unity. In other words, ¢*¥ = 1 if and only if n divides k.

Now, we are ready to discuss the Weil pairing on the n-torsion on an elliptic
curve, which will also be necessary to determine #E(F,).

Theorem 3.5. Let E be an elliptic curve defined over a field K and let n be a
positive integer. Assume that the characteristic of K does not divide n. Then there
is a pairing

en : Eln] x E[n] — un,
called the Weil pairing, that satisfies the following properties:

(1) ey is bilinear in each variable. This means that
en(sl + 527 T) = en(sla T)en(S27 T)

and
en(S, T + TQ) = €n(S, Tl)en(S, Tg)
for all S,51,85,T, Ty, T € E[n].

(2) e, is nondegenerate in each variable. This means that if e, (S,T) =1 for
all T € E[n] then S = oo and also that if ,(S,T) =1 for all S € E[n]
then T' = oo.

(3) e, (T, T) =1 for all T € Eln).

(4) en(T,S) = e, (S, T)~! for all S,T € E[n].

(5) en(0S,0T) = (e, (S,T)) for all endomorphisms o of K such that o is the
identity map on the coefficients of E (if E is in Weirstrass form, this means
that 0(A) = A and o(B) = B).

(6) en(a(S),a(T)) = e, (S, T)¥9) for all separable endomorphism o of E. If
the coefficients of E lie in a finite field F,, then the statement also holds
when o is the Frobenius endomorphism ¢q.

The proof that this pairing exists and is well-defined is beyond the scope of
this paper, but if we accept that such a pairing exists, then many of the (messy)
problems dealing with the degree of an endomorphism can be simplified.

Corollary 3.6. Let {T1,T>} be a basis of E[n]. Then e, (T1,T3) is a primitive nth
root of unity.

Proof. Suppose e, (Ty,Ty) = ¢ with (¢ = 1. Then e, (T}, dTs) = 1. Also, e, (T, dTs) =
en(To, T2)® = 1 (by (1) and (3)). Let S € E[n]. Then S = aT} + bT» for some
integers a, b. Therefore,

en(S,dTy) = en(T1,dTy) e, (Th, dT2)" = 1.

Since this holds for all S, (2) implies that dT5 = co. Since dT5 = oo if and only if
n|d, it follows that ( is a primitive nth root of unity. [l

e . . . b .
So, if v is an endomorphism of E, then we obtain a matrix a,, = Z d > with

entries in Z,, describing the action of « on a basis {T1,T>} of E[n].

Proposition 3.7. Let a be an endomorphism of an elliptic curve E defined over
a field K. Let n be a positive integer not divisible by the characteristic of K. Then
deg(ay,) = deg(a)(mod n).
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Proof. By Corollary 3.6, ¢ = e, (T1,T>) is a primitive nth root of unity. By part
(6) of Theorem 3.5, we have

Cdeg(o‘) = en(a(Th), a(Ts)) = en(aTy + cTo, b1y + dT3)

= en(T1,T1)"en(T1, T2) "Yen(To, T1) e, (Tn, To)“ = (40,
by the properties of the Weil pairing. Since ( is a primitive nth root of unity,
deg(a) = ad — be(mod n). O

This proposition allows us to reduce quesitions about the degree of endomor-
phisms to calculations with matrices, which is much easier.

Let a and 8 be endomorphisms of E and let a, b be integers. The endomorphism
aa + b is defined by

(ace + bB)(P) = aa(P) + bB(P).

Here aa(P) means multiplication of E of a(P) by the integer a. The result is then
added on E to b3(P). This process can all be described by rational functions, since
this is true for each of the individual steps. Therefore aav+ b3 is an endomorphism.
Now, we can put our most recent proposition to good use.

Proposition 3.8.
deg(ac + b3) = a’deg a + b*deg 3 + ab(deg(a + 3) — deg a — deg 3).

Proof. Let n be any integer not divisible by the characteristic of K. Represent «
and (8 by matrices a,, and 3, (with respect to some basis of E[n]). Then aa,, +bS,
gives the action of aa + b3 on E[n]. Using the basic properties of the determinant
of a matrix, we get

det(ac, + bB3y,) = a’det o, + b*det 3, + ab(det(ay, + () — det a,, — det 3,,)
for any matrices «,, and (,. Therefore
deg(aa 4 bB3) = a*deg a + b*deg B + ab(deg(a + 3) — deg a — deg )( mod n).

Since this holds for infinitely many n, it must be an equality. O

4. ErvripTic CURVES OVER FINITE FIELDS
We'll start of this section with an example of small characteristic:

Example 4.1. Let E be given by y? + zy = 2% + 1 defined over F,. Checking all
the points isn’t too hard, and we get:

E(FQ) = {007 (0’ 1)5 (170)’ (la 1)}

This is a cyclic group of order 4, and we can verify using the addition formulas that
the points (1,0), (1,1) have order 4 and the point (0, 1) has order 2.

Let’s look at E(F;). We can write it as Fy = {0,1,w,w?}, with the relation
w? 4w+ 1 =0. Checking through all the possibilities for =, we get

E(F‘l) = {OO’ (07 1)’ (170)7 (1’ 1)7 (wa 0)7 (wvw), (w2’ 0)7 (WQ’(UZ)}

Since we are in characteristic 2, there is at most one point of order 2 (see Theorem
3.3). In fact, (0,1) has order 2. Hence, we must have that E(F4) is cyclic of order
8. Also, any one of the four points containing w or w? is a generator, since they
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do not lie in the order 4 subgroup E(Fz). Let ¢o(x,y) = (2%, y?) be the Frobenius
map. We see that ¢o permutes the elements of F(F,), and

E(F2) = {(z,y) € E(F4)|¢2(z,y) = (z,9)}.
We will generalize this later.

We will prove two main restrictions on the groups E(F,). We can tackle one right
now using what we know about torsion, but the other will require a few lemmas.

Theorem 4.2. Let I/ be an elliptic curve over the finite field F,. Then
EF,) ~Zy, or Zn, &L,
for some integer n > 1, or for some integers ny,ny > 1 with ny dividing na.
Proof. From group theory, we know that a finite abelian group is isomorphic to a
direct sum of cyclic groups
L, ® Loy @ -+ ® L,

with n;|n;41 for ¢ > 1. Since, for each i, the group Z,, has n; elements of order
dividing nq, we find that E(F,;) has n] elements of order dividing ny. By Theorem
3.3, there are at most n? such points (even if we allow coordinates in F,). Therefore
r<2. (Il

Lemma 4.3. Let E be defined over F, and let (z,y) € E(F,).

(1) ¢q(x,y) € E(Fy)
(2) (z,y) € E(F,) if and only if ¢4(z,y) = (z,y)

Proof. This is a straightforward calculation using the Weirstrass equation, along
with two basic facts from number theory: (a 4 b)? = a? + b? when g is a power of
the characteristic of the field, and also a? = a for all a € F,,. O

Proposition 4.4. Let E be defined over Fy and let n > 1.
(1) Ker(gy —1) = E(F,0).
(2) ¢y — 1 is a separable endomorphism, so #E(Fyn) = deg(¢pqn — 1).

Proof. Since ¢} is the Frobenius map for the field Fyn, part (1) is just a restatement
of Lemma 4.3. The fact that ¢; — 1 is separable was proved in Proposition 2.9.
Therefore (2) follows from Proposition 2.4. O

Lemma 4.5. Let
a=q+1-#EF,) =q+1-deg(dg—1).
Let r, s be integers with gcd(s,q) = 1. Then deg(r¢, — s) = r’q + s* — rsa.
Proof. Proposition 3.8 implies that
deg(rog — s) = r’deg(d,) + s*deg(—1) + rs(deg(dg — 1) — deg(¢y) — deg(~1)).
Since deg(¢4) = ¢ and deg(—1) = 1, the result follows. O
Hasse’s Theorem places a bound on #E(F,).

Theorem 4.6. Let E be an elliptic curve over the finite field Fy. Then the order
of E(Fy) satisfies
lg+1—#E[F,)| < 2q
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Proof. Using the same terminology as Lemma 4.5, since we know deg(r¢, —s) > 0,

the lemma implies that
72 r
S S

for all r, s with ged(s, ¢) = 1. The set of rational numbers r/s such that ged(s,q) =1
is dense in R, so therefore
qx2 —ax+1>0
for all real numbers z. Therefore the discriminant of the polynomial is negative or
0, which means that a? — 4¢q < 0, hence |a| < 2,/q.
O

This proof is short, but there are several major ingredients coming from previous
results. One is that we can identify E(F,) as the kernel of ¢, — 1. Another is that
¢q — 1 is separable, so the order of the kernel is the degree of ¢, — 1. A third
major ingredient is the Weil pairing, especially part (6) of Theorem 3.5, and its
consequence, Propositon 3.8.

Now that we have a bound on the order of the group, we can use a bit of group
theory to determine #E(F,). The order of P is the smallest positive integer k such
that kP = co. A corollary of Lagrange’s theorem requires that the order of a point
divides the order of the group E(F,). Also, for any integer n, we have nP = oo if
and only if the order of P divides n. Since #FE(F,) lies in an interval of length 4, /g,
if we can find a point of order greater than 4,/g, there can be only one multiple of
this order in the correct interval, and it must be #E(F,). But how do we find the
order of a point?

Baby Step, Giant Step: The Order of the Group

Let #E(F;) = N. We might not know N yet, but we know that ¢ +1 — 2,/q <
N < q+1+2,/q. We could try all values of NV in this range and see which ones
satisfy NP = co. This takes around 4,/q steps. However, we can speed this up to
around 4¢'/* steps with the following algorithm:

(1) Compute Q = (¢ +1)P.

(2) Choose an integer m with m > ¢'/*. Compute and store the points jP for
j=0,1,2,...,m.

(3) Compute the points

Q+Ek(2mP) for k=-m,—(m—1),....,m

until there is a match @ + k(2mP) = £5 P with a point (or its negative) on
the stored list.

(4) Conclude that (¢ + 1+ 2mk Fj)P = c0. Let M = ¢+ 1+ 2mk F ;.

(5) Factor M. Let p1,...,p, be the distinct prime factors of M.

(6) Compute (M/p;)P fori=1,...,r. If (M/p;)P = oo for some %, replace M
with M/p; and go back to step (5). If (M/p;)P # oo for all ¢ then M is
the order of the point M.



ELLIPTIC CURVES AND CRYPTOGRAPHY 13

(7) If we are looking for #E(F,), then repeat steps (1)-(6) with randomly cho-
sen points in E(F,) until the greatest common multiple of the orders divides
only one integer N with ¢+1-2,/g < N < q+1+2,/q. Then N = #E(F,).

There are two points that need to be addressed here. Why is there always a
match in step (3)?7 Why does step (6) yield the order of P?

Lemma 4.7. Let a be an integer with |a| < 2m?. There exist integers ag and a;
with —m < ag < m and —m < a1 < m such that

a = ag + 2maq
Proof. Let ag = a(mod 2m), with —m < a9 < m and a1 = (a — ag)/2m. Then

lai| < (2m? +m)/2m < m + 1.

Let a = ag + 2ma; be as in the lemma and let k = —ay. Then
Q+k(2mP)=(q+1—-2ma1)P=(¢+1—a+ay)P=NP+ayP =ayP =+£jP,
where j = |ag|. Therefore, there is a match.

Lemma 4.8. Let G be an additive group (with identity element 0) and let g € G.
Suppose Mg = 0 for some positive integer M. Let p1,...,p, be the distinct primes
dividing M. If (M /p;)g # 0 for all i, then M is the order of g.

Proof. Let k be the order of g. Then k|M. Suppose k # M. Let p; be a prime
dividing M/k. Then p;k|M, so k|(M/p;). Therefore, (M/p;)g = 0, contrary to
assumption. Therefore, k = M. O

Remark 4.9. Why is the method called “Baby Step, Giant Step”? The baby steps
are from a point jP to (j + 1)P. The giant steps are from a point k(2mP) to
(k4 1)(2mP), since we take the “bigger” step 2mP.

5. DISCRETE LOGARITHM PROBLEM

Let p be a prime and let a,b be integers that are nonzero mod p. Suppose we
know that there exists an integer k such that a* = b(mod p) The classical discrete
logarithm problem is to find k. We can generalize this problem so that we are
solving it not just for the group S, but for £(IF,). Namely, given two points P, Q
on F, we are trying to find an integer k& with kP = Q.

One way to attack the discrete log problem is with brute force, but that is very
impractical when k& can be an integer of several hundred digits. Below, we have
another algorithm that worked from small steps to big steps:

Baby Step, Giant Step: Discrete Logarithm Problem

This works well for moderately sized N, because it requires about v N storage,
where N is the order of the group.

(1) Fix an integer m > v/N and compute mP.

(2) Make and store a list of iP for 0 <14 < m.
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(3) Compute the points @ — jmP for j =0,1,...,m — 1 until one matches an
element from the stored list.

(4) If iP = Q — jmP, we have Q = kP with k =i+ jm(mod N).
Why does this work? Since m? > N, we may assume the answer k satisfies

0 < k < m? Write k = ko + mk, with ky = k(mod m) and 0 < kg < m and let
k1 = (k—ko)/m. Then 0 < k; < m. When i = kg and j = k1, we have

Q — kymP = kP — kymP = ko P,

so there is a match. The baby step comes from adding P to (i — 1)P. The point
Q — jmP is computed by adding —mP (a giant step) to @ — (j — 1)mP. Note that
we did not need to know the exact order IV of G. Therefore, for elliptic curves over
Fg, we can use this method with m? > ¢+ 1+ 2,/g, by Theorem 4.6.

There are faster attacks for the discrete logarithm problem, but all of them
require extra assumptions about ¢ or the group structure of E(F;). The discrete
logarithm problem curve for elliptic curves E, where #E(F,) = ¢ can be solved
using quicker methods that go beyond the scope of this paper. Finally, we explore
one cryptographic system based on the fact that solving the discrete logarithm
problem is hard.

ElGamal Public Key Encryption

Alice wants to send a message to Bob. First, Bob establishes his public key as
follows. He chooses an elliptic curve E over F, such that the discrete log problem
is hard for E(FF,). He also chooses a point P on E (usually, it is arranged that the
order of P is a large prime). He chooses a secret integer s and computes B = sP.
The elliptic curve F, the finite field F,, and the points P and B are Bob’s public
key. Bob’s private key is the integer s.

To send a message to Bob, Alice does the following:

(1) Download Bob’s public key.

(2) Expresses her message as a point M € E(F,) (this procedure will be ex-
plained below)

(3) Chooses a secret random integer k and computes M; = kP.
(4) Computes My = M + kB.

(5) Sends M;, M> to Bob.

How do we represent a message as a point on an Elliptic curve? A method was
proposed by Koblitz. Suppose E is an elliptic curve given by y? = 23 + Az + B
over IF,, (The case of an arbitrary finite field F, is similar. Let M be the message,
expressed as a number 0 < M < p/100. Let z; = 100M + j for 0 < j < 100. For
j=0,1,2,...,99, compute s; = x? +Az; + B. If sg-p*l)/Q = 1(mod p), then s; is
a square mod p, in which case we do not need to try any more values of j. When
p = 3(mod 4), a square root of s; is then given by y,; = s§p+1)/4(mod p), when
p = 1(mod 4), it takes a bit more algebraic number theory to compute a square
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root, but it can be done. We obtain a point (x;,y;) on E. To recover M from
(z,y;), simply compute |z;/100]. Since s; is essentially a random element of F);,
which is cyclic of even order, the probability is approximately 1/2 that s; is not
a square. So the probability of not being able to find a point m after trying 100
values is around 27109,

Bob decrypts by calculating
M = My — sMj.
The decryption works because
My — sMy = (M + kB) — s(kP) = M + k(sP) — skP = M.

Eve knows Bob’s public information and the points M; and Ms. If she can
calculate discrete logs, she can use P and B to find s, which she can then use to
decrypt the message as My — sM;. Also, she could use P and M; to find k. Then
she can calculate M = M, — kB. If she cannot calculate discrete logs, there does
not appear to be a way to find M.

It is important for Alice to use a different random k each times she sends a
message to Bob. Suppose Alice uses the same k for both M and M’. Eve recognizes
this because then M; = M{. She then computes M) — My = M’ — M. Suppose
M is made public after the need for secrecy is gone. Then Eve finds out M, so she
calculates M/ = M — My + M. Therefore, knowledge of one plaintext M allows
Eve to deduce another plaintext M’ in this case.

6. CONCLUSION

Naturally, there are a few more cryptosystems that use elliptic curves, and there
are several other specific curves that we were not able to discuss. However, we began
our study of elliptic curves from scratch, and with a bit of groundwork involving
endomorphisms and torsion, we were able to discover the structure of a group of
points of an elliptic curve over a finite field. These results allowed us to create
a public-key cryptosystem. Like RSA, the ElGamal cryptosystem security hinges
on a problem that is computationally hard in general cases, namely the discrete
logarithm problem.
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